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Abstract

Nowadays, Vehicular ad hoc networks that is a subset of MANET, has become promising research
area among car industry and academic environment. It is used to provide communication
between vehicle (onboard unit) to vehicle or vehicle to infrastructure (roadside units).The main
aim of VANET is enhancing road safety, providing traffic efficiency and also infotainment. But as
the other networks, VANET has also challenges about security especially authentication, privacy
and attacks against resources. This paper presents a survey that categorizes security issues,
challenges and attack types according to different VANET applications.
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1. Introduction

Vehicle Ad Hoc Network (VANET), subset of Mobile Ad Hoc Network (MANET), is the most
promising research field in wireless networks. They have frequent dynamic topology changes and
sudden connection loses, therefore they represent significant importance in life threatening
circumstances. VANET is usually classified in second generation dedicated short-range
communication (DSRC) and use 5.9 GHz band and 75 MHz bandwidth with IEEE 802.11p
network interfaces [1-4]. Vehicular networking mainly objected to provide comfort, safety,
instant communication between vehicles and their other environments. Road safety, traffic
congestion and data dissemination requirements also yielded developments in VANET systems
[2-6]. In Figure [1], a general VANET structure is shown.

Figure 1. Vehicular Systems [4]
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However, instead conventional applications state of art solutions need to be adapted in order to
meet with the demands of passengers, vehicle drivers, pedestrians. In this orientation, many
applications, architectural models, algorithms are introduced recently. These solutions are mainly
traffic safety, traffic efficiency and infotainment directed as they represent major categories in
VANET [7,8]. As an example, co-operative merging assistance, emergency warning, lane change
assistance, pre-crash sensing are considered in road safety applications. In this category alarms —
calling to ambulance, warnings —displaying on HMI (Human Machine Interface) that provides
connection to machines and actions —emergency braking could be taken. Traffic efficiency and
management applications include speed assistance or navigation based applications [9,10]. This
category aims to give comfort during driving. The last group, infotainment is mostly related with
social applications such as providing internet services, interest notifications.

VANET systems could be formed of vehicles, drivers, pedestrians, environmental units like road
side units (RSU) and remote servers. Each element has numerous hardware or software stack
such as wireless adaptors, OBUs, data store or computing units, HMI, microprocessors, bus
systems, sensors, actuators and other network components [1,2]. This integration is shaped with
architectural models and eventually enables communication with data exchange between VANET
nodes. Key point here is presenting a high level of communication with a low error rate since
critically state of affairs is existed. To illustrate a communication pattern, imagine sensors placed
along the highway detect rain on that area thus gives information to the drivers. Here, RSU
receives input from sensors integrated on it and transfers this data to the passing drivers. The first
transmission of weather condition and location data completes here and receiving vehicles
continue dissemination during their way to other vehicles or RSUs. In all scenarios, transmission
quality, scalability, bandwidth optimization, dynamic topology changes, attacks, limited
resources, device discovery, incorporation of components are mostly faced issues [11,12].

As mentioned above, plenty of hardware and software integrated additional components may
exist in VANETSs. They are embedded and eventually work together in harmonic way however,
having wide diversity of elements also brings other challenges like security. It is one of the most
considering challenge in the last few years since security deficiencies may cause deadly results in
VANET systems. There is a conflict that vehicular communication or smart transportation
technologies are peaking but simple security holes keep absence. Well-known attacks such as
denial of service, man in the middle, spoofing, info manipulation done in other fields can be
implemented in these systems as well.

Next section discusses about security requirements in VANET. Third section explains known
attack types in VANET and fourth one classifies attacks on application basis with introduced
solutions. Finally last section presents open research fields of this area.

2.Security Requirements

Before starting to talk about security issues of VANET, it is important to address the security
requirements. As in the other networks, VANET systems also need some security requirements to
provide secure communication. The main security requirements are defined as authentication,
privacy, availability, integrity and non-repudiation [13-15].
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2.1.Authentication

From source to destination node, every message must be authenticated during the communication
in VANET. There are several ways to authenticate the message in VANET. One of them is key
management. To provide the secure communication, vehicles will assign a private key in every
message. After receiving the message by destination vehicle, it is checked for accuracy of key.

The other most known way of providing security via authentication is using digital signature.
Signing each message with ECC (Elliptic Curve Cryptography) offers effective solution for
vehicular systems. It is used especially against to Sybil attacks [15-21].

2.2. Privacy

During the data transmission between RSU and RSU or RSU and OBU, messages may consist of
some specific information besides communication info. These sensitive information may belong
to driver's personal information like as driving license, age, name etc. or belongs to car's trip path,
speed etc [17-20].

To solve this problem, temporarily keys that is stored in TPD (Tamper Proof Device) could be
used. It will be changed periodically. On the other hand, ELP (Electronic License Plate) can be
used to hide the real identity of the driver [19].

2.3.Avaliability

Because of being real-time obligation, sometimes the system becomes vulnerable to DoS and
Sybil attacks. During the communication process, message cannot be secure enough in order to
be fast. Thus an attacker may collapses all data [19,20].

Increasing message size in source node or parsing messages to pieces in middle nodes generally
solves this availability problem in VANET. Using an effective routing protocol (like as AODV-
Ad hoc on Demand Vector) also can be another solution for availability [17-20].

2.4. Integrity

Integrity controls the message that was changed or not during the communication. False or
altered data may cause car crash or traffic density. For example, an attacker changes coordinates
of an accident in highway, other cars will set their speed, direction etc. to the fake coordinate and
1t may makes driver in dangerous situation [20,21].

2.5. Non-Repudiation

It will provide an control mechanism to exposure identity of attacker, even after an attack. The
main goal of non-repudiation is collecting evidence, maintaining communication and making
available area against to VANET crimes. It makes this control via TPD saving vehicle's speed, id,
direction etc. in vehicle [19,20].



M.BALTA et al./ ISITES2015 Valencia -Spain 682

2.6. Confidentiality

Unlike privacy, confidentiality is used for group communication in VANET. In addition to the
privacy, to keep driver's information in secret, this security requirements also uses group
signature simultaneously [16-19].

2.7. Real-timeliness

Real-time constraints is most important thing in vehicular systems. Because of node's high
mobility, communication between nodes can drop easily. To get response in real-time from
destination to source, unfortunately sometimes real-timeliness make security get into second plan
[17,18].

3.Well-known Attack Types for VANET

In this section, well-known attack types for VANET will be explained. As the others, VANET
systems also can be exposed to the attacks. But unlike the other networks, attack types specialize
according to features of VANET like as dynamically topology change, limited bandwidth and
real-time constraints etc. Although VANET is a subset of MANET, workout of attacks are not
same but similar.

3.1. Denial of Service Attacks

It is the most known damaging attack type in networks. Basically, DoS attacks have two main
goal. First goal of DoS attacks is to consume bandwidth of communication medium and the
second one is to prevent vehicles to access to network services. In the below, two dangerous
types of DoS attacks for VANET in literature will be explained [19-28].

3.1.1.Wormhole attacks

In this kind of attacks, a high speed connection is established between two remote nodes as
shown in Figure 2. Legitimate vehicles in transmission range of this two remote nodes (X and Y)
use this connection for transferring their data. An attacker can drop the data over the connection
[21-29].

Figure 2. Wormhole attack [22]
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3.1.2.Blackhole attacks

In this attack type, a malicious node in the middle of the communication medium present itself as
a central node and drops packets [22-27]. In Figure [3], there is a demonstration of Blackhole
attacks.

Figure 3. Blackhole attack [22]

3.2.Sybil Attacks

In this attack type, the main goal is to confuse the normal vehicles. Attacker creates a huge
number of pseudonymous [22-25]. Towards these fake messages, vehicles are obligated to
change their direction or speed, thus undesirable traffic conditions may occur as shown in Figure

[4].

Traffic congestion
ahead. go right

Figure 4. Sybil Attack [21]

3.3.Eavesdropping Attacks

It is an attack type which is used against confidentiality. To success in this kind of attacks,
attacker must locate in a vehicle or near RSU and then listen the communication medium and
collapse the related data. To prevent eavesdropping attacks, message encryption can be used [20-
24].

3.4. Impersonation Attacks

Attackers keep in secret their car id in impersonation attacks and they pretend to be another
vehicle. Attacker obtain id of the letigate users by using IP and MAC spoofing. When they
success to obtain id, they can send false message for example changing coordinates of traffic
cash. With using certificate system, this kind of attacks can be prevented [20-24].
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3.5. Alteration Attacks

Attacker listens the communication between vehicles or vehicle-RSU, when he finds available
information for himself, he can alter the data as he desires [20-24].

3.6. Replay Attacks

During establishing the connection between two vehicles, attacker obtains beginning packages of
transmissions. VANET architecture doesn't prevent this kind of attacks. The main goal of this
attacks is to consume bandwidth [21-24].

3.7. Location Falsification

In this attack, attacker changes coordinates of car crash in urban city or highway. When a litigate
user see a car accident, he broadcasts fake GPS (Global Positioning System) coordinates and so
other vehicles arrange themselves according to the new fake coordinate and traffic jam or
accident may occur suddenly [20,21].

Attacks described above are performed by different attacker profiles. These profiles are generally
described as follows;

» Outsider & insider; outsider attackers are nodes not be authenticated in vehicular
system. Generally, they locate near RSU and listen the communication medium
continuously to get information. Unlike outsider, insider attacker is an authenticated
nodes in vehicular system, they behave a letigate vehicle until attack [17-20].

» Active & passive; active attackers send broadcast messages continuously to damage to
other nodes. Passive attackers don't sent messages every time, they wait correct time to
attack. For example, while a car accident information messages is in the communication,
a passive attacker can attack to drop these messages [17,18].

» Malicious & rational; malicious attackers can attack any nodes or only communication
medium with DoS attacks randomly, they have no specific destination. But rational
attacker behaves carefully in their attacks and also they determine a specific victim [18].

4. Classification of Attacks

This section presents us a classification table of attacks according to security requirements and
VANET application areas that are mentioned in introduction section of the study. These VANET
application areas in Table [1] were prepared by getting information from academic studies, for
instance, in study [23], it is mentioned that DoS attacks affects traffic safety. And the Table [1]
also gives the most known solutions for these attacks [27-31].
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Table 1.Classification of VANET Security Attacks

Security

Nu Attack Type Requirement Application Area Authors and Ref. Nu. Solution
A detailed threat analysis and
security architecture
Authentication .
1 DosS attacks Privacy Traffic safety Raya et. al [23-31] > Digital signature
> Certification authorities
> Key management
2 DoS attacks Authentication  Traffic safety Frank Karl et.al [32] Cluster analyzing
Alteration . Traffic . . Dynamics event-based
3 ! Confidence : .' Nai-Wei et al. [33] y . I. v
attacks efficiency repudiation system
Impersonation  Authentication . . .
4 attacks Privacy Traffic safety Hung lu et al. [34] Identity based encryption
. . Traffi . Message linkable group signature
5 Sybil attacks Privacy ra_1 _IC QianhongWu etal.[35] gel group signatu
efficiency
| . _ Traffi hich is identi
5 mpersonation Privacy ra} .|c Sun et al. [36] Cryptosystem which is identity
attacks efficiency based
Non- Anonymous authentication
7 Sybil attacks repudiation Traffic safety X.Wang et al. [37] protocol-based on Certificate-
Privacy based Cryptography
Authentication Presents a security architecture:
8 DOS_ attacks Non- o Tra_lff_lc Klaus et al. [38] > Basic elements of security(PKI)
Sybil attacks repudiation efficiency > Single-hop security
Privacy > Multi-hop security
9 DosS attacks Integrity Traffic safety Dhurandher et al. [39] Repudlatlon_ and plausibility
check algorithm
Traffic safety .
10 Sybil attacks Privacy Traffic Golle et al. [40] \?:;?c?irtal approach to assessing the
efficiency y
Conclusion

With new developments in the vehicle industry, vehicles need to communicate each other or with
road-side units. For this reason, Vehicular ad hoc networks have become promising research area
for last decades. Communicating has become a necessity for vehicles to avoid of accidents,
increase traffic efficiency and provide infotainment. As in other networks, vehicular networks
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also can be exposed to the attacks like as DoS attacks, impersonation attacks etc. Because of this,
security has become more important in research studies.

In this study, comprehensive review of VANET security is explained from different aspects like
as security requirements and solutions in literature for these requirements, after giving basic
information about vehicular networks.

Finally, vehicular networks will hold an important place in our life. So there will be many
academic and commercial studies about VANETS. Security routing algorithms and smart cities
with VANET are some of the open research areas for vehicular networks.
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